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Today, over 70% of phones are equipped with such 
sensors.46 Many apps utilize the fi ngerprint sensing 
technology built into smartphones, including fi nan­
cial apps such as Bank of America and gaming 
apps such as the Google Play Store.47

Beyond authentication, fi ngerprints can also reveal 
specifi c health information, such as identifi cation 
of individuals with chromosomal abnormalities, for 
example, Down syndrome,48 Klinefelter syndrome,49

and congenital blindness,50 among others.

Behavioral Biometrics: Behavioral biometric data 
off ers recognition of an individual related to specifi c 
measurements of unique human activity patterns.51

The most common examples of behavioral biomet­
rics include voice identifi cation/verifi cation, typing/
handwriting recognition, and gait recognition.52

Behavioral biometrics are used much less often 
than physiological biometrics for identifi cation pur­
poses. This is because behavioral biometrics tend 
to be more diffi  cult to obtain and analyze, and can 
be less accurate because they are more suscepti­
ble to change over time.53 Nonetheless, the use of 
behavioral biometrics is increasing, especially for 
voice verifi cation in the context of electronic per­
sonal assistants and customer service call centers.54

Behavioral biometrics can reveal insights into an 
individual’s gender, age, region of origin, health, 
and emotional state.

Trends in Biometric Information Usage

There are many reasons that the use of biometric 
data has increased in recent years. Weak pass­
words can be easy to guess, which increases the 
risk of data breaches. Even strong passwords are 
vulnerable to cyberattacks, especially if they can 
be reset easily, if they are reused on multiple sites, 

the University of Notre Dame in Southbend devel­
oped a system that shows promise for being able to 
distinguish between people of diff erent racial back­
grounds and sexes from iris scans.34

Facial Recognition and Hand/Ear Geometry Rec-
ognition: Facial recognition involves the analysis 
of facial features for authentication/recognition 
purposes.35 Hand and ear geometry recognition 
uses geometric features, such as fi nger length, hand 
width, or ear shape to identify an individual.36

The use of facial recognition is increasing across 
many industries, such as fi nance, but it is still most 
prevalent in security, consumer electronics, and 
social media. Large companies such as Facebook37 

and Snapchat38 use facial recognition software on 
their customers’ pictures. Smartphones also carry 
facial recognition technology, and it is estimated 
that by 2020, 60% of all smartphones will have facial 
recognition capabilities.39 Facial recognition tech­
nology can be used covertly at a distance, and this 
practice is currently legal in most areas of the United 
States.40 Beyond identifi cation purposes, facial rec­
ognition has been used for emotion recognition.41 In 
2016, Facebook acquired FacioMetrics, an emotion 
detection startup.42

Fingerprint Recognition: Fingerprint recognition uses 
the minute ridges and valleys found on the surface 
of fi ngertips to identify an individual.43 Fingerprint 
scanning is currently the most common type of 
biometric authentication, with 57% of organiza­
tions currently using this method.44 Fingerprints are 
used across many agencies including defense, 
law enforcement, border and travel security, edu­
cation, fi nance, health care, cybersecurity, human 
resources, and electronics.45 In 2017, 55% of smart­
phones shipped globally had fi ngerprint sensors. 
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or if they can be hit with an automated brute-force 
attack.55 Passwords can also be difficult to remem­
ber, creating obstacles for people trying to access 
important goods and services. Moreover, using 
passwords for authentication can be expensive 
for a company. During an interview with CNN, Alex 
Simons, Director of Program Management in Micro­
soft’s identity division, said that they spend over $24 
million a year in help desk calls regarding people 
needing to reset their passwords.56 Overall, biomet­
ric identification is viewed as the more secure and 
more efficient option than passwords.

There are many new technologies that now utilize 
and store biometric data. This includes personal 
assistants from companies such as Amazon, Google, 
and Apple that store and process unique vocal 
patterns in the cloud.57 It includes DNA kits that 
recently emerged on the commercial market and 
maintain genotypes on file. Mobile devices and 
Internet of Things have also led to increased usage 
of biometric data. Cellular phones, tablets, and 
door cameras capture different forms of biometric 

data, whether it be fingerprints or facial recognition, 
and store it on the device or in the cloud.58 There 
are also many facets of life where the novel use of 
biometric recognition may be less obvious. Casinos 
employ facial recognition to spot banned gamblers 
such as known card counters.59 Banks use voice 
recognition  to verify customers over the phone.60,61 
The Nymi wristband uses employees’ heartbeats to 
authenticate them to access a corporate network.62 
And hospitals use Imprivata’s PatientSecure to iden­
tify patients via the unique vein patterns in the palms 
of their hands.63

With all of these emerging uses of biometric infor­
mation, it is no surprise that current estimates place 
the number of consumers who have used biomet­
ric technology in some capacity at over 75%.64 
Increased use of biometrics in numerous sectors 
including government, defense and security, and 
consumer electronics, has caused the U.S. bio­
metrics technology market size to increase roughly 
$300 million annually since 2014, and the market is 
forecasted to continue to grow annually roughly 19% 
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to 2025.65 In 2017, the share of smartphone shipments 
with facial recognition was 5%, as compared to 40% 
in 2019, with an expected increase to 64% in 2020.66 
This rapid proliferation of biometric data generation 
has many implications for privacy and security, given 
that the information serves as personal, and largely 
permanent, identifiers.

CURRENT BIOMETRIC 
DATA VULNERABILITIES 
AND POLICIES
Privacy Concerns

Privacy is one of the most important social and poli­
tical issues of our time. As previously stated, privacy 
is important because it limits government and cor­
porate power, protects individuals from harm and 
exploitation, and gives people more control over 
their lives and the decisions made about them. The 
rise of biometric data generation in the absence of 
federal regulation increases concerns of insufficient 
safeguarding of biometrics information and inade­
quately upheld privacy rights.

Protection of biometric data privacy is particularly 
important for numerous reasons.

1.	 Biometric identifiers are almost exclusively 
permanent. Unlike a credit card number or 
password, biometric data is incredibly hard to 
change. If an individual’s fingerprint data or 
facial information is compromised, that individ­
ual could use prosthetics or facial alteration sur­
gery to recover after a data breach. However, 
these solutions are expensive and can take 
heavy tolls on the individual, potentially threat­
ening their sense of identity.

2.	 Biometric data can reveal more than just 
an identity. As discussed in the background 
section, biometric data can reveal sensitive 
information about a person’s gender, race, 
ethnicity, physical and mental health, and 
emotional state. This information could be 
used nefariously to target, assess, discriminate 
against, and attack individuals and groups.

3.	 Biometrics can be used to steal identity. Once 
an individual’s biometric data is compromised, 
that person can lose a great deal of control 
over their lives and incur a significant amount 
of damage. Once an entity gains access to an 

individual’s biometric data, that entity could 
access the individual’s accounts and even 
implicate the individual in a crime.

Despite the importance of biometric data privacy, 
there is little federal regulation of the collection and 
use of biometric data. For example, facial recogni­
tion can be performed inconspicuously from a dis­
tance, and this is legal in most parts of the country. 
Storekeepers could theoretically partner with com­
panies such as Facebook, which has a vast data­
base of identified faces, and use facial recognition 
to get information about their customers when 
they enter the store. The customer information they 
could obtain includes, for example, name, address, 
income, and credit score.67 Clearly, this undermines 
key tenants of privacy including consent to who 
has access to personal information and how it can 
be used.

Lack of federal regulation and insufficient security 
guidelines regarding biometric data also threaten 
privacy and leave people vulnerable to hackers. 
Numerous examples of large-scale breaches of 
biometric data already exist. One such attack took 
place in 2015, when hackers stole the fingerprints 
of 5.6 million workers from the federal government 
Office of Personnel Management.68,69 With this type 
of raw biometric data, hackers could access sensi­
tive information, gain entry to buildings, and steal 
identities. Moreover, damage from this type of 
attack is long lasting. As long as those 5.6 million 
individuals live, unless they take drastic measures to 
alter their fingerprints, their privacy and security will 
be compromised.

Another example of such a breach involves the British 
company Biostar 2, a web-based security platform 
working with organizations from the United States. In 
this incident, the fingerprints, facial recognition data, 
usernames, passwords, and other personal informa­
tion of over one million people were found to be eas­
ily accessible to hackers. The biometric information 
was largely unprotected and unencrypted meaning 
that hackers could see data from U.S. organizations 
working with the company. Fortunately, this was 
discovered by researchers rather than hackers. 
Wide-ranging damage could have occurred had 
the hackers discovered it first, especially considering 
that many of the companies working with Biostar 2 
are banks and defense contractors.70

The amount of effort required for hackers to hijack 
systems and cause damage depends on the 
sophistication of security systems. Breaches involving 
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refrained from using the tests, if their relatives use 
the tests, their identity is still compromised. This 
problem applies to more than just genetic biomet­
ric information. As all types of biometric data are 
being generated across multiple industries with 
minimal protection, U.S. operatives become more 
limited in their ability to work covertly. The exposure 
of biometric information creates increased risk to 
the Joint Force and to U.S. missions.78

Current U.S. Federal Laws and Regulations

There is no single principal data privacy legislation in 
the United States. Instead, there are sector-specific 
and type-specific federal data protections. There 
exists a health information privacy law, the Health 
Insurance Portability and Accountability Act (HIPAA), 
but it only applies to data collected by covered enti­
ties. Covered entities are defined in the HIPAA rules 
as health plans, health care clearinghouses, and 
health care providers who electronically transmit 
any health information in connection with transac­
tions for which Health and Human Services (HHS) has 
adopted standards.79 Because most biometric data 
is not collected by covered entities, most biometric 
data in existence does not fall within the scope of 
HIPAA, so its privacy laws do not apply. There are no 
comprehensive federal laws regulating the collec­
tion or use of biometric data.

Current U.S. State Laws and Regulations

Currently, only four U.S. states, California, Illinois, 
Washington, and Texas, have statutes specifically 
dedicated to the protection of biometric informa­
tion. The California Consumer Privacy Act (CCPA) 
provides individuals with certain rights regarding 
their personal information, which by definition 
includes biometric data. Under this law, individu­
als can request to see data collected and stored 
about them, request data about them be deleted, 
and prohibit the use or disclosure of data collected 
about them. Moreover, companies that store per­
sonal information, and therefore biometric data, 
must implement stringent security and protection 
protocols.80 This law applies to for-profit entities doing 
business in California that have annual gross reve­
nues exceeding $25 million, that have the personal 
information of 50,000 or more consumers, or that 
earn more than half of their annual revenue from 
selling consumers’ personal information.81 The Illinois 
Biometric Information Privacy Act (BIPA), was the 
first state biometric privacy law and has served as 

raw data take less effort to carry out.71 While many 
entities do store raw biometric data, many do not. 
Some less advanced security systems will accept 
photos, for example, rather than raw data. However, 
malicious attacks can still be carried out even when 
not storing raw biometric 
data. An example of this 
occurred in 2016 when 
investigators were able 
to break into a criminal’s 
cellular device by printing 
a fingerprint onto photo­
graphic paper.72 Even with 
more sophisticated secu­
rity systems, hackers could 
use data that isn’t raw by 
creating a 3D printed mold 
based on a fingerprint pic­
ture. In 2017, scientists were 
able to use this type of 3D 
printed fingerprint made of 
silicon to fool capacitive 
scanners, ultrasound scan­
ners, and optical scanners.73 Until greater security 
measures are federally mandated so that biometric 
data cannot be accessed and used without autho­
rization, people’s right to privacy cannot be realized.

National Security Concerns

Accessibility of biometric information does not only 
create privacy concerns. It creates national secu­
rity concerns, as well. It is possible for an adversary 
to download millions of genetic data files from pub-
lic genealogy websites by uploading fake genetic 
profiles.74,75,76 A foreign counterintelligence agency 
could download and access over a million U.S. 
DNA profiles. Using family mapping, that foreign 
intelligence agency would then be able to identify 
nearly every American. They could identify spies and 
diplomats, find compromising information about 
American targets, discover genetic kompromat, or 
uncover health-related predispositions. Moreover, 
DTC genetic companies are allowed to exchange 
genetic information with third parties as long as 
the genetic information has been de-identified. 
However, as stated earlier, researchers have shown 
that most genetic samples can be re-identified. 
Therefore, adversaries could be paying for genetic 
information, including that of servicemembers, and 
then re-identifying them. The Pentagon recently 
warned employees of threats posed by using take-
home DNA tests.77 Even if Pentagon employees 
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the foundation upon which Washington and Texas 
would later draw upon. BIPA is comprehensive and 
sweeping, and its main requirements are: 

•	 businesses must have informed consent before 
collecting biometric data; 

•	 businesses have limited rights for disclosure; 

•	 businesses cannot profit from biometric data; 

•	 businesses must protect and retain biometric 
data according to the statues; and 

•	 individuals have a private right of action under 
circumstances in which businesses do not com­
ply with the statute.82 

Washington and Texas’ biometric laws are very 
similar to Illinois’ but they do not give their citizens a 
private right of action clause.83 While these are the 
only states with statutes specifically dedicated to the 
protection of biometric information, Arizona, Florida, 
and Massachusetts have recently proposed legisla­
tion addressing the issue of biometric privacy.84

While these state laws are a good first step in the right 
direction, they do not adequately address the need 
for greater cybersecurity of biometric information, 
and they create at best a patchy legal framework, 
which is an issue when dealing with data that can 
easily cross state lines. The necessary solution to suffi­
ciently addressing biometric data privacy rests in the 
passing of comprehensive federal legislation.

RECOMMENDATION
Privacy and Security Prioritization

The U.S. Government should pass federal legis­
lation aimed at protecting privacy and security 
through regulation of biometric information.

Consent: Consent is an integral component of pri­
vacy because it serves as a way for individuals to 
exercise control over their personal information. It 
is important to give individual consumers control 
over their own sensitive biometric data, as this data 
is more or less permanently tied to the individual 
and can reveal fundamental insights about them. 
We recommend that federal legislation require 
entities to obtain an individual’s consent for both 

the collection and analysis of biometric identifiers 
(exceptions may be made for legal guardians and 
law enforcement). Federal legislation should also 
require that entities obtain consent for the reten­
tion of samples once their intended purpose has 
been satisfied. Lastly, we recommend that federal 
legislation require entities to obtain consent for the 
distribution of biometric information to any third-
party entities, and individuals should be given the 
right to withdraw consent at any time.

Transparency: Transparency is necessary for digital 
privacy because it enables consumers to make 
informed decisions about who they trust with their 
data. We recommend that federal legislation 
require entities to provide each individual access 
to their own collected biometric information. We 
further recommend that federal legislation require 
entities to disclose biometric information usage via 
annual reports to individuals.

Authority: Authority, and therefore control, over 
data is necessary for privacy. Data is essential to 
many decisions made about individuals. Thus, 
giving people authority over their information 
gives them more control over their lives and better 
enables people to protect themselves. As such, we 
recommend that federal legislation give individuals 
the right to request deletion of their collected bio­
metric data. Legislation should also give consumers 
a private right of action for recourse if entities fail to 
act in response to a troublesome practice regard­
ing biometric data. If biometric data is compro­
mised, the amount of harm that could result is far 
reaching and long lasting. Individuals exposed to 
the potential harm should have recourse. Further­
more, legislation should define biometric data as 
the property of the individual from which it came. 
Lastly, legislation should require that entities provide 
to consumers a brief summary of all of the rights 
provided in this legislation, including displaying the 
summary on products and on the front page of 
entities’ websites.

Business Practices: We recommend that entities 
be prohibited from profiting from the distribution of 
biometric data. Biometric information is replacing 
passwords and other methods of authentication 
and verification. Entities are not allowed to sell, 
trade, lease, or otherwise profit off of passwords, 
and similarly, they should not be allowed to profit 
from the distribution of biometric data.



1 4  |  BIOMETRIC DATA PRIVACY IN THE DIGITAL AGE © POTOMAC INSTITUTE FOR POLICY STUDIES,  2020

Security of Data: Insufficient security over biometric 
information poses a threat to the privacy and safety 
of individuals, and this nation as a whole. We recom­
mend that biometric information be defined as phys­
iological and behavioral characteristics that can be 
used to uniquely identify an individual. We believe 
that this broad definition ensures that new technolo­
gies, which assess a growing range of characteristics 
that can identify individuals, will fall under the scope 
of federal law to more aptly provide privacy and 
protection. We recommend that entities construct­
ing and maintaining files of biometric information be 
required to both employ cybersecurity best prac­
tices and develop stringent standards for protection 
of biometric information.

The following are examples of cybersecurity best 
practices that could be required for biometric infor­
mation. In the PricewaterhouseCoopers Legal, LLP 
report “Biometrics and Privacy,” it is advised that 
companies should not retain biometric information 
on their centralized servers, but rather, companies 
should rely on a system where the biometric infor­
mation is stored on the user’s device.85 Then, when 
a consumer does business with a third-party, the 
device and the website can exchange confirmation 
signals to verify identity. This is how the iPhone’s Apple 

Pay works, and it is becoming standardized through 
protocols such as Fast Identity Online (FIDO).86 This 
method would allow people to have greater con­
trol over their biometric data and would drastically 
reduce the volume of biometric data at risk in a given 
hack. However, it should be noted that a drawback 
of storing biometric information on a device is that 
if the device is hacked, the malicious user will have 
access to a more detailed profile of the owner due 
to the personal data already stored there. This issue 
could be addressed by requiring additional security 
for device biometric information.

Another way that consumers’ biometric information 
should be protected is through encryption. A digital 
key can be securely bound to each biometric in order 
to minimize hackers’ access to raw data. Entities with 
databases that store biometric information, regardless 
of the type of encryption used should be expected to 
use secure algorithms. They should also be expected 
to update the systems they use in accordance with 
the most recent publications from the National Institute 
for Standards and Technology (NIST).

Looking towards the future, instead of using 
encrypted biometric data, entities could consider 
using hash functions as a secure method of verifica­
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tion. Under this system, the entity would be federally 
required to delete the biometric data. The only thing 
that would be stored on a database, then, are hash 
codes and names of the people they correspond to. 
To authenticate a user, the live biometric presented 
by the user would be hashed and compared with 
the entity’s stored information. If a breach occurs, 
hackers will only have access to hash digests, which 
are extraordinarily difficult to reverse engineer.87 This is 
just one possible method among many that could be 
employed in the future to make biometric authenti­
cation more secure. 

The bottom line is that stringent cybersecurity best 
practices should be required for biometric infor­
mation in order to promote individual and national 
security to the fullest extent feasible.

CONCLUSIONS
The last decade of the information age has seen an 
explosion in personal data generation and use, and 
biometric data is no exception. Undoubtedly, the 
use of biometrics for authentication and verification 
provides certain benefits. Biometric identifiers argu­
ably protect privacy because they are more difficult 

to copy than other authentication and verification 
methods. They are unique to individuals, which helps 
to restrict access to personal information. Also, bio­
metrics do not need to be remembered by consum­
ers, which provides convenience to consumers and 
financial savings to companies. Given these benefits, 
the prevalence of biometric information data use 
will continue to grow. However, it is of paramount 
importance to also acknowledge and address the 
new privacy and security threats posed by the use of 
biometric identification. Unlike other forms of person­
ally identifying information, biometric data is almost 
exclusively permanently linked to individuals, can 
reveal significantly more sensitive information, and 
can be used for indiscriminate targeting, tracking, 
and attacking. If biometric information is breached, 
the damage to an individual can be substantial and 
long lasting. U.S. citizens cannot realize their right to 
privacy as long as this very sensitive and important 
category of information has little to no regulatory 
protections. Moreover, the United States is vulnerable 
to adversaries using our citizens’ biometric informa­
tion against us. This will not change until the federal 
government requires stronger and more comprehen­
sive cybersecurity practices. We should not resist new 
biometric technology, but we must use caution in 
how we govern its collection, use, and distribution.
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