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Targets, Treaties, and Trade Secrets: Understanding Space Hybrid Architecture’s Legal Challenges

KEY POINTS

e Thelegalchallenges facing a United States Space Force (USSF) hybrid architecture raise
old and new questions about incorporating commercial systems into operations. None
are insurmountable, but solutions will require sustained effort.

e Each participant in a hybrid architecture will have their own motivations, risk
calculations, and legal guidelines for participating. These must be taken into account by
commanders who seek to effectively operationalize these tools.

e Adversaries may assume all participants in a hybrid architecture digital infrastructure are
lawful targets. This may impede participation in such an architecture, especially if
insurance and indemnity issues remain unresolved.

e The challenges facing a USSF hybrid architecture are similar to issues encountered in
other domains, and lessons can be learned from these examples.

e Commanderswillnotbe able to influence every aspect of a hybrid architecture; however,
pre-planning and advance consideration can improve the system’s effectiveness.

INTRODUCTION

Space is a domain accessible to all states for civil, commercial, military, and intelligence activities.
The continuous and interactive relationships among these sectors, in a domain also accessible to
allies, competitors, and adversaries, changes the character of modern conflict. The Department of
Defense (DoD) can no longer rely exclusively on exquisite government-owned and -controlled
systems to relay intelligence from the battlefield to decision-makers. Instead, the DoD strategy for
joint warfighting includes a United States Space Force (USSF) hybrid architecture comprised of
multilayered publicly- and privately-owned systems to enable the seamless flow of data during
peace and conflict.’

A hybrid architecture includes technologies owned by governments (i.e., DoD and intelligence
community), international participants (i.e., allied and foreign partners), and civilian elements (i.e.,
domestic and foreign commercial businesses).? Yet, when merged for use in conflict, the apparent
distinctions among foreign, domestic, military, and civilian elements can become obscure.® The
unified purpose and networked interconnection of such an architecture can make any participant a
potential lawful target.

To effectively use a hybrid architecture in a conflict, commanders will need to understand the legal
considerations, arrangements, guardrails, risks, and challenges of the individual participants,
whether sovereign countries or commercial entities. Participants in any hybrid architecture are
driven by their own interests to maximize mutual benefits and minimize risks.* While commanders
can mitigate some hybrid architecture participant risks and employment challenges during conflict,
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it is vital to negotiate and explore commercial and international capabilities, options, and
restrictions prior to conflict. The peril of wartime commercial losses or foreign nations’ legal
restrictions may deter coordination and participation in a USSF hybrid architecture. Balancing
political and financial risk considerations is not optional. They are calculations that international and
commercial participants in a hybrid architecture must face. Navigating these realities and operating
a flexible and effective hybrid architecture will require commanders to maintain a clear-eyed
understanding of commercial and international interests and incentives.

Many of the challenges facing a USSF hybrid architecture are neither new nor revolutionary. The
government has negotiated commercial and international arrangements for other domains in the
past. The most successful (and costly) commercial augmentation for warfighting arrangements has
involved mass global transport of troops and war materiel to and from theaters of war. A hybrid
architecture for space warfighting will be more complex because the potential missions are
continuous, more diverse, increasingly defined by intellectual property rather than massive physical
equipment, and involve less mature legal structures.

This paper builds on the recent Potomac Institute for Policy Studies report “Making Space: Clearing
the Way for Hybrid Architecture.” Whereas that report created a framework to understand and
evaluate policy and legal barriers, this supplemental work discusses potential legal considerations
that could impact a commander’s ability to use a space hybrid architecture in conflict. The intentis
toincrease awareness of how other participants may influence USSF hybrid architecture operations,
and commanders’ need to understand and manage those risks.

This paper proceeds in six sections. The first section elaborates on the importance of hybrid
architectures for USSF in our current digital landscape. It then explores how the complexity of the
landscape leads to dilemmas of coordination and differing risk calculations among military,
government, and commercial participants. The third section identifies potential legal issues that
participants in the space hybrid architecture may experience. To provide insight for resolving these
issues, the paper draws lessons from eight examples where governments and companies partnered
to achieve a military goal to examine risk and reward challenges. Fifth, the lessons were applied in a
space-focused hybrid architecture to analyze commander options. Finally, the paper lays out key
observations commanders should consider in the employment of a USSF hybrid architecture.

THE IMPORTANCE OF HYBRID ARCHITECTURES

Ensuring American space superiority is a continuous effortto help secure the nation’s economic
and security interests. Today, the commercial sector plays increasingly vital innovation and
infrastructure roles in the space domain, including support for government operations. Space
superiority is not fixed; it must always evolve to match the current moment and threat. For the fast-
changing, globally arrayed space sector, that requires harnessing the flexibility and innovation of the
commercial sector and the regional access, expertise, and relationships of allies and partners. An
effective hybrid architecture maximizes the scale, capability, and flexibility of space support to the
warfighter. Space Force leadership has argued that without an effective hybrid architecture, access
to space can be compromised and the ability to operate freely in the domain is at risk.®

Hybrid architectures offer the USSF a way to leverage military, civil, and commercial space assets
into an integrated and unified system. The goal of a hybrid architecture is the seamless operation of
government-owned space systems with commercial and international systems in a fully

Potomac Institute for Policy Studies

3



Targets, Treaties, and Trade Secrets: Understanding Space Hybrid Architecture’s Legal Challenges

participative manner that benefits all involved.® For the USSF, the primary purpose is to achieve
space superiority “to ensure freedom of movement in space for US Space forces while denying the
same to our adversaries.”’ A hybrid architecture also provides numerous operational, tactical, and
strategic benefits by enhancing the situational awareness, information advantage, and operational
decision making of commanders directing forces.

Effective coordination of a hybrid architecture and its network interfaces is critical for space
superiority. As defense strategies like the DoD Digital Modernization Strategy (2019), the United
Kingdom’s Digital Strategy for Defence (2021), and the Canadian Armed Forces Digital Campaign
Plan (2022) make clear, society’s digital transformation extends to its armed forces, greatly
impacting US and allied military needs for, access to, and use of data networks.® The increasing
prominence of commercial and international assets and infrastructure adds complexity to the
design and operation of a USSF hybrid architecture. This is particularly true in wartime, when risk is
highest and control over the digital battlefield is most crucial for space operations.

However, a USSF hybrid architecture creates new paradigms forinternational laws and borders. This
also occurred when advancements in 20™ century technologies and major wars evolved the world’s
awareness and understanding of national versus international waters and airspace. Wars can be
exceptionally instructive in developing necessary international understandings, but they do not need
to be the sole vehicle for testing. Understanding why, how, and when entities participate in a hybrid
architecture provides important context if issues arise in how the USSF wants to use it.

THE DILEMMA OF COORDINATION

Our digitally networked way of life and warfighting increasingly relies on commercially developed
hardware and software. In a hybrid architecture, this reliance will only increase. Private activity in
the space economy far outweighs government activity in the areas of application and data. McKinsey
estimated in 2024 that commercial space-enabled economic activity was approximately nine times
government activity, or $270 billion for private commercial activities compared to $30 billion for
government activities.®

The bottom line is that military power no longer rests only with government-owned assets
episodically augmented by non-governmental capabilities.’® Today, commercial and international
assets play an ever more central role for contemporary military planning and warfighting as the joint
force’s dataincreasingly flows through platforms and networks not owned or controlled by the USSF.
As a result of these changes, the military can no longer solely command and control a hybrid
architecture, which creates a coordination dilemma. Doctrinally, command relationships among US
forces are established by directive from a common superior. Command involving international
forces is governed by treaties or international agreements. Commercial services do not have
command relationships with supported commands; under the law of war, they are civilians
“accompanying the armed forces.”™ The services they provide are a form of support to military
operations (distinct from the command relationship of “support” to a peer command).'? The scale
and capacity of a hybrid architecture further complicate command relationships.

Thus, decisions by companies and foreign governments can and do directly impact the military’s
reliance on a hybrid architecture to fight and win in space.' The convergence of governmental,
international, and commercial interests and capabilities inside a hybrid architecture can become
more than the sum of its parts. It can also be a source of gaps and seams, to the extent that interests
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diverge and the perception of the benefits associated with participation is diminished.'™ A
commander’s awareness of participants’ own unique legal perspectives and considerations may
help commanders understand why and when a participant may balk at supporting USSF actions.

PARTICIPANT LEGAL OBLIGATIONS.

Every participant in a hybrid architecture (governmental, commercial, or international) is governed
by distinct legal obligations, which guide their decision making. Many of the issues that arise in a
hybrid architecture are not new, but the technological challenges involved have new importance
inside a space hybrid architecture. Not all risks in a hybrid architecture can be assumed and
managed by commanders. Legal, policy, and contractual concerns can come into play for all
participants. Understanding these issues and the perspective of the decision-makers involved can
help overcome barriers and disputes.

Governmental

From the perspective of the US military, decision-makers planning to use commercial assets for
military purposes are accustomed to considering the legal and policy guardrails that directly govern
their behavior.” Beyond legal obligations and requirements, commanders also rely on military
judgment both in the use of violence and restraint. This can include self-regulating conduct, to
control escalation or avoid creating new norms favorable to an adversary.®

Governmental decision making is not monolithic; different agencies and branches will have
competing interests, approaches, and methods for addressing problems. This is particularly
important in a hybrid architecture where military assets may interact with non-military assets from
NASA, the intelligence community, or other participants.

Commercial

Commercial services have long been used in support of military activities. Among the most
comprehensive and enduring forms of commercial augmentation is the use of commercial shipping
and commercial airlines for a singular purpose: transportation of personnel and equipment to or
from a theater of crisis or conflict. These arrangements tap mature commercial markets in which
transportation services have been essentially commoditized, and for which commercial
augmentation arrangements have benefited from decades of commercial and military experience.
The long-haul commercial transportation market is also one for which DoD can be both a steady-
state market customer as well as a surge user during crisis or conflict.

The commercial space market is qualitatively different from the commercial long-haul
transportation market in many ways. Commercial space is less mature and the differences in its
peacetime and conflict usage are less clearly understood. Unlike transport services, hybrid
architecture participants are often used to create enduring capabilities that keep information and
services flowing smoothly. The nature of these enduring capability contributions, particularly as a
form of redundancy, increases the likelihood that commercial and allied assets become legal
targets at some point. Indeed, they have already been targeted as such.

Most significantly, for most companies, domestic laws impose a fiduciary duty on company
directors and officers to exercise business judgment in the best interest of a company’s owners or
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shareholders. This means business judgments about risk, profitability, and the company’s own legal
compliance—even for activities in support of national security objectives—are driven, in part, by
legal requirements prioritizing private interests. This can be a source of litigation and legal risk for
commercial actors."

To the extent possible, risks associated with inclusion of commercial capabilities in a hybrid
architecture should be anticipated and addressed during pre-crisis integration. Constraints arising
from either military risk or legal compliance considerations, or from commercial business judgment
considerations, may take time to adjudicate. That time is available during pre-crisis integration but
would become a stressor in an environment of crisis or conflict.

International

International participants in a hybrid architecture (including foreign companies and other
governments) face their own legal dynamics distinct from those governing the US military. Foreign
companies, like those in the United States, operate under fiduciary duty to act in the best interest of
the company’s owners.'® As with US companies, business judgments about risk and profitability are
based on a legal obligation to serve private interests. International commercial and governmental
participants in a hybrid architecture owe primary allegiance to their own private interests or
sovereign national interests and are subject to their country’s domestic law. Generally, international
participants in a hybrid architecture will have interests and legal frameworks closely aligned with
those of the United States. However, this may not always be the case. Strategic interests, foreign
domestic law, or differing legal interpretations of international law may all constrain international
partners’ roles in a hybrid architecture.

PARTICIPANT PERCEPTION OF RISKS.

Three distinct risk considerations (self-interest, interdependence, and negative externalities)
complicate the coordination of governmental, commercial, and international participantsin a hybrid
architecture.

Risks to self-interest

Generally, risks to self-interest include impacts to the warfighting mission, disruption of profit
potential, or loss of business or investment capital. Hybrid architectures inherently involve entities
with differing and often competing interests and legal obligations. Governmental elements, whether
US or foreign, will generally assess risk in terms of mission execution. For governments, self-
interests are inherently political (or in the context of warfighting, military) and usually resource
constrained. In contrast, commercial actors are (by definition) primarily motivated by the pursuit of
profit.

Interdependence risks

Hybrid architecture elements must also account for interdependence risks. By design, actors in a
hybrid architecture rely on and are affected by the capabilities and actions of each other. While the
potentialrisks for a single participant may not directly impact others, the interdependent nature of a
hybrid architecture means that others will be affected by and must account for how that single
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participant assesses and responds to its respective risks. These interdependencies can produce
suboptimal decisions and actions across the hybrid architecture. For example, governmental
decision making must contend with the effects of commercial risk assessments. Similarly,
commercial action can be enabled or constrained by insurance underwriters.

Risks of negative externalities

These encompass the ways in which hybrid architecture impacts entities and assets in the broader
civiland commercial space sectors. For instance, a hybrid architecture relying on “Guardian Angel”
satellites' might produce orbital debris that can affect actors outside the hybrid architecture. More
broadly, hybrid architecture dynamics could create ripple effects that alter corporate markets,
investment decisions, or adversarial targeting methods. Similarly, government reliance on legal
tools to compel commercial entities to provide services can alter and potentially distort the very
commercial qualities of the service that made them valuable.

Risks during conflict are uncertain and variable. No plan survives first contact with an enemy.
Commanders and companies alike will evaluate their risks continuously, and partners that were
once willing may become reluctant. Commercial insurance protections that were offered may be
retracted. The exact dimensions of risk, as well as the risk calculations, legal guardrails, restrictions,
or enablers, may not be known or knowable until conflict develops. While wargaming and pre-
planning can reduce the likelihood of complications, unforeseen risks will arise.

When participants’ risks outweigh their perceived gain, commanders may encounter problems using
a hybrid architecture to complete missions. The following ten legal considerations frequently arise
when commanders and legal experts discuss hybrid architecture and conflict. Many of these will
likely shape a commander’s ability to effectively manage a USSF hybrid architecture.

TEN LEGAL ISSUES

To stave off potential internal conflicts due to various participant concerns, it is crucial to
understand the legal considerations in advance of any outbreak of fighting. The following section
explores ten distinct legal issues where participants face differing legal obligations and different
types of risk. This list is not exhaustive of all issues but highlights how understanding the interaction
between laws and risk considerations is critical for a successful USSF hybrid architecture.

While the following issues may be planned for or mitigated in advance, the true test of these
strategies and potentially the only solutions that can be identified may arise only during conflict.

ISSUE #1: THERE ARE LIMITS TO USING LAW BY ANALOGY TO MARITIME AND AVIATION DOMAINS
IN SPACE.

Domain-specific principles of maritime and aviation law cannot be neatly applied by analogy to
outer space. However, many problems of outer space law have never been tested in actual
state practice.

The use and exploration of outer space is governed by the relatively mature and widely ratified Outer
Space Treaty of 1967 and its implementing agreements.?® Yet, despite this maturity, there is little
state practice for many of its provisions. No states have sought recourse for damages through the
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third-party liability adjudication procedures of the Liability Convention of 1972. The due regard
consultation mechanism of Article IX of the Outer Space Treaty has never been invoked. Missions to
the lunar surface have not yet reached levels of scale or persistence that brings the Outer Space
Treaty’s principles of free access and non-appropriation into tension.

The relative dearth of state practice in outer space, compared to more mature domains such as the
high seas, may tempt one to reach for analogy to maritime or aviation law when the law of outer
space is not clear in a particular context. Some scholars explicitly embrace this approach.?
However, law by analogy always requires caution. Space, as a new domain of human activity in the
20™ century, necessarily built on lessons and concepts originally developed on land, at sea, and in
the air. However, the limits of experience in space exploration—and in particular, space
warfighting—tend to constrain the usefulness of analogy to legal practice or precedent forged in
other domains.?? The law of naval warfare and the relatively newer law of air warfare are both imbued
with hard-earned lessons forged by experience of war in those domains.* Such experience does not
exist with respect to space.

The limits of law by analogy have two major implications for a hybrid architecture.

First, it means that a hybrid architecture may have to contend with domain-specific matters for
which there is not always a fully agreed legal position. For example, this may arise in the context of
questions about the extent of a country’s “international responsibility” (under Outer Space Treaty
Article VI) for commercial space services provided by companies from that country.

Second, when different interpretations are possible, some states may seek to apply legal principles
of international responsibility from more mature domains such as the high seas.?* Resolving such
matters may entail coordination challenges within a hybrid architecture. However, such matters can
also become important state practice, useful for developing outer space law in ways that improve
legal clarity over time.?®

ISSUE #2: IMPLICATIONS OF “INTERNATIONAL RESPONSIBILITY” FOR NATIONAL ACTIVITIES IN
SPACE ARE NOT FULLY KNOWN.

Actions of commercial spacecraft may be legally attributable to their government, or to the
United States as operator of a space hybrid architecture.

One of the Outer Space Treaty’s principles sufficiently adjacent to air and sea to tempt law by
analogy is the Article VI principle that states are “internationally responsible” for the activities of their
nationals in space. This is true whether those activities are undertaken by the government or by non-
government actors. Little state practice informs the full significance of this “international
responsibility,” but it is almost certainly something different from that of a flag state for ships, or a
state of registration for aircraft.

Commercial space companies are, by this principle, linked to their national government in ways not
well-informed by extensive international practice or precedent. Similarly, a state has some form of
international responsibility for the activities of companies operating under its “authorization and
continuing supervision” (a requirement of Article VI). This has implications for matters as
consequential as the law of neutrality, or as mundane as terms and conditions for use of commercial
space-based data relays.
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A hybrid architecture enabling new kinds of activities in space provides the opportunity to further
develop the law of “international responsibility” for national activities in outer space.

ISSUE #3: COMMERCIAL PROVIDERS DIRECTLY SUPPORTING MILITARY FUNCTIONS MAY BE
TARGETED IN WAR.

Use of commercial assets to gain military advantage subjects those assets to risk of being
targeted in the event of conflict.

Commercial space systems are, as a generalrule, civilian objects not legally subject to attackin war.
However, civilian objects can also be used by warring parties for military purposes. When a military
uses civilian space systems to obtain a definite military advantage, those civilian systems can
become lawful targets.?® Commercial entities that supply services used for warfighting, such as
mapping information in target development and prosecution, become lawful targets under normal
rules of targeting.?’

This risk is not limited to just those commercial assets participating in an operation. The actual use
of some commercial systems for military purposes may increase the threat exposure of all
commercial actors in conflict. Adversaries may lack the capability (or motivation) to effectively
distinguish which commercial systems are actually used to gain military advantage. In this case,
even commercial actors not directly involved with a hybrid architecture may find themselves at
increased risk of being targeted. This potential negative externality is a strategic consideration in
evaluating the overall costs and benefits of a hybrid architecture.

The fact that commercial space systems could become targets in war does not mean that
they cannot or should not be used in a hybrid architecture. Companies have proven their
willingness to accept business involving high levels of risk to support their nation’s wars, especially
when financial risk mitigation is available. Historical examples like the Merchant Marines, the
Maritime Security Program (MSP), and the Civil Reserve Air Fleet (CRAF) show that, when called
upon, the nation’s economic sector is usually willing to augment the armed forces. Significant
lessons can be learned from these historical examples, and several are outlined in the next section.

However, companies must accommodate business realities alongside the national security
considerations of their country. Business owners and executives assess war risk to a company’s
assets, revenue potential, and other business interests. Consideration of these interests may
involve a risk-adjusted price for commercial services. In some cases, sound business judgment
may lead companies to decline government business altogether or offer services only if government-
provided war-risk insurance is available.

At the highest levels of risk, no commercially viable arrangement may suffice. In such cases, the
government may rely on laws such as the Defense Production Act. Some provisions of the Defense
Production Act may compel companies to accept defense contracts.?® Other provisions authorize
the government to pay a premium for goods or services essential to the nation’s needs, but that are
unavailable at the amount, quality, or location needed to meet national needs.

The Defense Production Act is neither a plenary authority nor a permanent authority: its provisions
are subject to limitations. For example, the Defense Production Act cannot be used to compel
contracts of employment. Similarly, many of its provisions are subject to overall funding limitations.
Further, most provisions of the Defense Production Act are enacted with sunset dates; although its
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authorities are customarily renewed, the renewal process often results in revisions to the act.? The
“commandeering” authorities of the Defense Production Act are subject to such limitations, in part,
because of the potential to be used “in a manner potentially in tension with traditional free market
principles.”®® Reliance on such “brute force” authorities may produce friction in commercial
relationships, among commercial owners, workforces, investors, and the broader commercial
space market.

ISSUE #4: DUAL-USE ASSETS MAY FACE WAR RISK REGARDLESS OF ACTUAL USE.

Many space assets are useful for both military and civilian purposes; this can put them at risk
in space warfighting.

Closely related to, but distinct from, the military use of specific civilian commercial assets is the
issue of so-called dual-use assets. Services such as Earth observation, communications, and space
object tracking are capable of military or civilian use. Under the law of armed conflict, dual-use
assets used for military purposes lose their protected status and may become a lawful object of
attack.

Civilian persons and property are protected under the law of war. However, the protection of civilian
persons and property is not absolute; this protection may be lost if a person participates in
hostilities, or if the property is used in a way providing either side military advantage. Many civil and
commercial assets are inherently dual-use. Bridges, power stations, aircraft, or vehicles have
obvious civilian uses, but can also be put to military use. Most space capabilities may also be
considered dual-use.

From a law of war perspective, there is no intermediate category of dual-use objects—either
something is a military objective or it is not.*' A dual-use object may become a military objective by
virtue of its nature, purpose, use, or location. In some circumstances, a facility such as a bridge,
power station, or airfield may become a lawful military objective to deny an enemy its use, even if no
actual military use has yet occurred.® Dual-use commercial space systems are most likely to
become military objectives (i.e., a lawful object of attack) by virtue of their actual use in a hybrid
architecture.

This potential for dual-use space systems to become the object of attack in war presents a number
of risks. For example, companies choose to participate in a hybrid architecture—or decline to—for
reasons that may include perceived risk to their assets and revenue potential. Financial risk
mitigation options (such as government-provided war-risk insurance) may incentivize participation,
butthe implications of a decision to not participate may mean that a particular company’s capability
is not readily available to a hybrid architecture. Incorporation of dual-use-capable space systems in
a hybrid architecture may pose negative externality risks to the broader economy. If dual-use assets
are attacked because they are used to support military users, civilian customers of commercial
space services may be impacted by loss of service, with secondary economic impacts to their civil
or commercial uses.

Despite business sensitivity to activities that put their capital at risk, the profit potential of providing
commercial services to a hybrid architecture remains high. The availability of government funding
and the technological limits of current commercial capability are pacing factors for a hybrid
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architecture, more than lack of market incentives. At present, commercial reluctance about selling
space services for military use is rare.®

The military incentives for integrating commercial capabilities into a hybrid architecture are
substantial. However, there are legalimplications to how these incentives are characterized. Relying
oncommercial space capabilities to enhance military capability is lawful. Doing so with the intention
of complicating the adversary’s ability to distinguish satellites used for military purposes from those
engaged in purely civilian activities is not. * Such intentional obfuscation of military operations
among civilian activities could violate the same law of war principles that prohibit the use of human
shields.®®

There may also be a relationship between how dual-use space systems are integrated into military
activities and the risk calculations of commercial providers. Commercial providers might assess
that a particular adversary is not likely to honor law of war distinctions among military and civilian
targets, regardless of the feasibility of making such distinctions. Such an adversary might be
perceived as treating all satellites associated with its enemy as targets because of their dual-use
potential. In this environment, business risk might not correlate with the purchasing state’s
compliance with the law of war. This may raise the overall risk to the commercial space sector, but
diminish the additive risk associated with providing services to defense customers.

ISSUE #5: UNDERSTANDING THE CONSIDERATIONS FOR PROVIDING PROTECTION AND
DEFENSE OF NON-US GOVERNMENT ASSETS IS ESSENTIAL.

Military need may motivate the DoD to use military force to protect and defend commercial
assets, but that authority is not normally granted to military forces as a standing matter.*

Providing for the protection and defense of international partner assets or commercial space assets
in the hybrid architecture could affect incentives for participation. The DoD Commercial Space
Integration Strategy anticipates that “the use of military force to protect and defend commercial
assets could be directed.”® Such authority is not without precedent; however, neither is it
automatic.

The authority to extend self-defense protection to commercial or foreign persons or property is not
normally granted to US military forces as a standing matter. Such authority is normally reserved to
very senior levels of government and further delegated only in the context of a particular operation.*®
A hybrid architecture may anticipate providing “protect and defend” support to commercial or
international contributors but may not be able to guarantee such support.

When available to US forces (and acceptable to international and/or commercial actors) this
“protect and defend” authority could be an incentive to participate in the hybrid architecture.
However, there may be contexts in which commercial or international partners may not wish to be
seen as within the self-defense purview of the US Armed Forces.*®

Collective self-defense always requires the defended state’s consent, and international partners
may have their own legal or geopolitical reasons for withholding such consent.*® Commercial actors
are probably less likely to decline “protect and defend” support within a hybrid architecture, but the
possibility cannot be ruled out.
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ISSUE #6: INSURANCE AND INDEMNITY CONCERNS WILL NEED GOVERNMENT AUTHORITY.

Private war-risk insurance may be prohibitively expensive or unavailable. Legislation
authorizing government-provided insurance may be necessary to close the gap for hybrid
architecture participants.

Absent specific authority for government-provided insurance, commercial space actors bear the risk
of loss when supporting a hybrid architecture. Companies invest enormous sums in developing and
launching commercial systems into orbit. Commercial space providers potentially expose these
investments to war-related risks by supporting a hybrid architecture.

Commercialinsurance for space systems is often prohibitively expensive. Itis frequently unavailable
at any price. When it can be obtained, it usually excludes war-risk coverage.*' However, all
commercial insurance is subject to cancellation if the underwriting assumptions change. For
example, following the outbreak of war in Iran, many commercial shipping insurers cancelled their
war-risk coverage for vessels in waters adjacent to areas of conflict.*?

Federal appropriations law does not permit the government to provide insurance or indemnification,
without express legal authority to do so.** The Federal Tort Claims Act is one such authority, but it
only provides recourse for those damaged through the federal government’s breach of some duty of
care. Excluded from the act’s coverage entirely are claims “arising out of” the combatant activities
of US Armed Forces.* More robust financial protection in the form of government-provided
insurance orindemnification requires specific legal authority. However, Congress has only approved
such authority in very narrow circumstances.*®

Government-provided war-risk insurance could incentivize hybrid architecture participation.
Commercial providers account for the risks to their capital assets and the limits of financial risk
mitigation options when deciding whether to offer services useful in target development, and in
deciding the price for such support. Government-provided insurance and indemnification may shift
commercial providers’ risk calculations in favor of providing defense services. Such financial risk
mitigation potentially adds to the total real cost of using commercial services but might also provide
a threshold financial risk mitigation framework around which more robust commercial insurance
options could emerge.

ISSUE #7: STATES AND COMPANIES WILL ACT TO PROTECT IMPORTANT INTELLECTUAL PROPERTY
INTERESTS.

7a. For many commercial space companies, their intellectual property is their most valuable
asset. Companies have strong incentives to protect their intellectual property interests, even
within a hybrid architecture.

Intellectual property consists of intangible proprietary creations of the mind. Algorithms, written
texts, inventions, designs, and engineering blueprints are all examples of intellectual property.
Commercial actors protect their intellectual property either via formal registration of a patent or
copyright, or (more commonly, when advanced technology is involved) by protecting it as a trade
secret. The government enjoys broad, but not unlimited, rights with respect to technical data related
to commercially obtained goods and services.*®

The integration of multiple commercial actors in a hybrid architecture may pose challenges for
companies that protect theirintellectual property as trade secrets. Legal protection for trade secrets
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requires its owners to use “reasonable protective measures” to prevent competitors from
discovering their intellectual property.*” Courts have also upheld the right of government contractors
to enforce such trade secret protections with respect to other companies, even when the
government may enjoy more permissive data rights for its own use.*®

Commercial space providers employ both trade secret and patent strategies to protect their
intellectual property. The use of trade secrets and other private corporate information may
complicate integration of business rivals in a hybrid architecture. However, trade secret approaches
also limit adversary exposure to hybrid architecture technology covered as intellectual property
(since patent records are available publicly).*

7b. States and companies have an intellectual property-like interest in protecting their own
national technological advantages, typically through export control laws.

States can create and generate their own intellectual property-like assets, which are designed to
provide national advantages in trade and conflict. United States export control laws protect that
perishable technological advantage. These laws often apply to space technology directly, or to dual-
use technologies (with potential civilian or military, or intelligence uses).%°

Other countries have similar laws. For example, Japan’s export control laws generally prohibit “arms
export” to “countries involved in or likely to be involved in international conflicts.” Japan generally
exempts the United States from this provision, given the importance of the United States to the
defense of Japan.®” However, many states do not exempt all treaty allies from their export control
laws. For example, under French law, export of defense articles or services to the United States is
allowed but is subject to a licensing process.5?

The US government is not normally motivated to protect others’ intellectual property rights,
particularly when doing so adds time or complexity to a process. Tension exists between the DoD’s
mission interests and commercial providers’ intellectual property interests.®® The Government
Accountability Office has identified challenges with the DoD’s management of data rights in its
commercial acquisitions.®*

Similarly, export control laws and regulations were not generally promulgated or developed with
something like a hybrid architecture in mind. Compliance with US and foreign export control laws
could be a pacing factor for a hybrid architecture.

There is no simple way to find the optimal balance between seamless integration and arrangements
that protect commercial and foreign intellectual property. However, accommodating commercial
and national interests in intellectual property and data rights can incentivize USSF hybrid
architecture participation.

ISSUE #8: AHYBRID ARCHITECTURE SHOULD ANTICIPATE OPERATING THROUGH COMMERCIAL
DISPUTE RESOLUTION.

Commercial dispute resolution processes will, from time to time, be necessary and may be
beneficial in the long run.

A hybrid architecture must balance unity of effort with the organizational independence of its
component parts. A hybrid architecture seeks technical and operational integration to achieve unity
of effort. However, governmental, international, and commercial actors each have motivations to
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preserve a degree of arms-length independence from other actors in a hybrid architecture. As the
number and interdependency of hybrid architecture participants increases, the probability of legal
disputes may also increase. Commercial actors in all cases, and international contributors to some
extent, will participate in a hybrid architecture subject to their own obligations to maintain a degree
of arms-length independence necessary to advocate their interests in the event of such disputes.

Disputes between and among commercial companies and their customers are neither
unprecedented nor untested. There is a robust body of law, with extensive practice and precedent,
regarding disputes with and among contractors that would apply to commercial participants in a
hybrid architecture.®® Hybrid architecture leaders should anticipate that operating through
commercial dispute resolution processes will, from time to time, be necessary and may even be
beneficial in the long run.

For example, prior to becoming a preferred launch provider, SpaceX had been unable to compete for
National Security Space Launch contracts (at the time, awarded under sole source acquisitions).
The Air Force only allowed SpaceX to compete for launch contracts after the company filed a lawsuit
against the service.®® Today, SpaceX is poised to provide the majority of Space Force launch
missions. Thus, a legal dispute that was most unwelcome in 2014% ultimately resulted in improved
Space Force access to space.

ISSUE #9: FOREIGN LAWS, POLICIES, AND INTERESTS WILL IMPACT INTERNATIONAL
PARTICIPATION IN AHYBRID ARCHITECTURE.

International partners participating in ahybrid architecture will be bound by their government’s
domestic law, interpretation of international law, and sovereign policy regarding military
activities, which may differ from that of the United States.

Whether acknowledged or not, international partners in a hybrid architecture hold veto power over
how their space systems are employed. As sovereign actors in the international system, each state
pursues its own national interest and applies both its own national laws and its own interpretation
of international law.%®

To ensure legal compliance, as the state understands it, each state can apply national caveats for
the participation of its forces and its regulated commercial space actors when involved in hybrid
architecture activities.®® The rationale for such national caveats might not be fully explained or
declared in advance. Historically, some have emerged only during combined operations.®°

Similar considerations may arise if a hybrid architecture involves non-US private companies. These
foreign-owned companies may be bound by their country’s interpretation of law. They might also
independently apply a different—and more restrictive—interpretation of what the law allows or
requires.

Processes that accommodate national caveats may incentivize international participation.
However, the proliferation of caveats (especially undeclared caveats) can and should be
discouraged. The NATO Parliamentary Assembly has urged member states to minimize declared
caveats and eliminate undeclared caveats so that restrictions on national participation may be
considered during the planning process.®' Incorporating similar ideals into the design of a hybrid
architecture would be prudent. However, providing business rules and predictable processes for the
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exercise of red cards during war games may lower the perceived political costs for international
partners to integrate within a hybrid architecture.

ISSUE #10: STATE VIEWS DIFFER ON NON-KINETIC ATTACKS AS USE OF FORCE.

Each country will independently assess whether it views an attack as rising to the level of a
formal “use of force” or “armed attack” under international law and will act according to its
understanding of its national interests.

Under international law, “use of force” is derived from Article 2(4) the United Nations Charter. It
states: “All Members shall refrain in their international relations from the threat or use of force
against the territorial integrity or political independence of any state, or in any other manner
inconsistent with the Purposes of the United Nations.”

The precise definition of “use of force” in this context has been a matter of some debate.
Traditionally, it has referred to kinetic military actions—i.e., physical violence or armed attacks. In
1986 the International Court of Justice distinguished between the most serious forms of the use of
force (those constituting an “armed attack”) and other less grave forms. However, with new forms
of non-kinetic attacks, such as cyberattacks, the interpretation of “use of force” is still evolving.

In kinetic operations, establishing the fact of an attack and attribution is normally straightforward.
However, countries differ in their interpretations of when cyber operations and electronic warfare
activities rise to the level of a “use of force” or “armed attack.”® While some cyberattacks clearly
fall below the threshold of “use of force,” there is little consensus on what actions short of an armed
attack do rise to that level.

Federal information technology systems and critical infrastructure are constantly under threat with
over 30,000 information security incidents reported in FY2022.% These incidents are not treated as
an “armed attack” because the damage is not widespread and sustained. In such cases,
implementing cybersecurity protections is an appropriate and measured response.

The question about when a non-kinetic attack rises to the level of an “armed attack” remains
unresolved even among experts in international law. ® While consensus has proven elusive, the fact
that cyber warfare and electronic warfare activities occur will force states to make decisions
involving this unsettled area of law.

Whether an event qualifies as a “use of force” or an “armed attack” can have significance under
international law and may also be relevant under a country’s domestic law, both for the legal
availability of proposed actions, and for characterizing adversary actions. For example, the
government of Japan historically interpreted its constitution to permit the “use of force” (its term of
offensive military action) only in the event of an “armed attack” on Japan.® Diverging approaches to
legal interpretation are common in combined operations across domains. The United States and
many of its allies and partners have experience addressing these matters in the context of countering
terrorist networks and conducting cyber operations.® Such divergence is especially likely to arise in
a space hybrid architecture, given the importance of cyber operations and electronic warfare to
space missions.

Non-kinetic activities may be conducted as an integrated aspect of a larger “armed attack,” as with
the 2022 Russian cyberattack on Viasat, a US commercial company, which disrupted
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communication services to the Ukrainian military ahead of the Russian invasion of Ukraine.®” The
event also impacted internet users across Europe.

*A%k

The ten issues identified above can pose serious challenges to the smooth and effective operation
of a hybrid architecture. The issues also offer insight into how differing legal obligations may be
overcome with appropriate, early preparation and planning to posture the USSF hybrid architecture
for operational success. While the space domain is not always analogous to the maritime and
aviation arenas (as Issue #1 demonstrated) the other domains offer lessons learned about potential
solutions that have proven usefulin other domains. The next section provides context on ways some
hybrid architecture participants have worked together historically and lessons drawn from those
experiences.

HISTORICAL LESSONS LEARNED

The legal and policy challenges accompanying modern technological advances are daunting but, as
history shows, not insurmountable. Successful wartime integration of commercial companies and
international partners was possible in the past. Historically, the key to success was aligning financial
incentives with thoughtful balancing of resilience and dependence. International integration
requires balancing mutual security gains with latitude for sovereign prerogatives. Below are
examples of US Armed Forces reliance on commercial or international structures with qualities
similar to a hybrid architecture, and lessons that can be learned from each.

LESSON #1: GOVERNMENT INCENTIVES CAN ENCOURAGE VOLUNTARY PARTICIPATION.

When the need for global transportation has exceeded the organic capacity of the armed forces, the
strategic imperative for global reach has driven policy changes. The experience of World War |
demonstrated the need for military commanders to have alternative sealift options in case of future
conflicts abroad. To address this need, Congress enacted the Merchant Marine Act of 1936. This act
granted subsidies to owners of American-flagged commercial ships willing to guarantee their
availability to offer commercial sealift capacity for national defense when required.® It also laid the
groundwork for the creation of a commercial shipbuilding program and a federal training school for
merchant seamen. This program effectively made the business benefits outweigh the substantial
operational risks for companies to voluntarily participate. Ultimately, the value of a Merchant Marine
was proven at sea during World War Il, when it became the lifeline for the war-sustaining Lend-Lease
Act.®®

After World War I, the US government continued to provide legal authority to augment military sealift
and airlift capabilities with commercial support. The legacy of the Merchant Marine endured under
the Maritime Support Program, authorized under the Defense Production Act of 19507° and Maritime
Security Act of 2003.”" Similarly, the Civil Reserve Air Fleet (CRAF) program, also established under
the 1950 Defense Production Act,’? offers military commanders airlift support options during
contingencies such as Operations Desert Shield/Storm and Operation Iraqi Freedom.”®
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To incentivize commercial participation in these programs, the government offers companies
priority access to DoD cargoes and passenger fares in peacetime.”” In return, participating
transportation companies commit to making their commercial fleets and civilian crews available for
use to transport armed forces personnel and cargo in times of crisis. For example, Delta Air Lines
currently has multiple million-dollar, multi-year Indefinite Delivery Contracts for domestic charter

airlift services in exchange for program participation.”®

LESSON #2: GOVERNMENT-PROVIDED WAR-RISK INSURANCE REQUIRES STATUTORY
AUTHORITY.

During war service, commercial vessels and crew are at risk. For example, in WWII, 733 Merchant
Marine ships were sunk by enemy action; a greater percentage of Merchant Mariners died in the war
than in any of the US military branches.

The commercial insurance market can seldom underwrite risk of loss for capital assets introduced
into a wartime environment in which they are likely to be targeted by an enemy. The probability and
scale of wartime losses typically exceed commercially viable coverage. Thus, Congress has enacted
laws that authorize the government to provide war-risk insurance to companies participating in the
Maritime Security Program (MSP) and the Civil Reserve Air Fleet (CRAF).

The Federal Aviation Administration (FAA) program offers hull and liability aviation insurance to CRAF
participants during activations.”® Government-provided aviation war-risk insurance is benchmarked
on market costs prior to September 11, 2001, after which most insurance providers withdrew war-
risk coverage from their aviation policies. The government also provides insurance for commercial
shipping augmentation of defense forces through the Maritime Administration (within the
Department of Transportation). Such government-provided war-risk insurance has been a structural
hallmark of both MSP and CRAF. Similar authority will likely be important for a space hybrid
architecture.

LESSON #3: COMMERCIAL SERVICES CAN CLOUD LEGAL STATUS IN CONFLICT.

When used for military purposes, otherwise civilian objects can become lawful targets in conflict.
Merchant Marine vessels acting as auxiliary naval forces are normally treated as warships subject to
attack during conflict.”” Similarly, CRAF aircraft delivering troops to a war zone may lose their
otherwise protected status during conflict.”® In these legacy examples of commercial augmentation,
the transition from civilian usage to military usage is clear and observable. For a space hybrid
architecture, that may not be the case. Satellites performing commercial, civilian services one day
could be providing defense services to warfighters engaged in conflict the next. The transition from
civilian use to military use may not be observable and may not be absolute: many space systems
could provide both military support and commercial civilian services simultaneously.

During 2025’s Twelve-Day War, Iran targeted a Microsoft data center in Be’er Sheva. The Islamic
Revolutionary Guard Corps, which was responsible for the attack, stated that Microsoft’s close
collaboration with the US DoD made it a lawful target.” They stated that it was a part of the system
supporting aggression. During the 2026 conflict, Amazon Web Services data centers, and
commercial infrastructure in the region were also attacked.®°
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Clarity of status might be possible if those satellites used for military purposes were declared or
identified in space object catalogs. The legal clarity such declaration would provide would come at
a cost (namely, simplifying an adversary’s task of countering them). However, failure to do so could
leave even uninvolved satellites vulnerable to targeting during conflict. Space systems used in
warfighting do not lend themselves to the handful of special protections under the law of war, such
as those afforded to medical transports and religious personnel.?” In short, most components of a
hybrid architecture designed for use in warfighting are likely targetable under the law of war in the
event of hostilities, and even uninvolved satellites may share in wartime peril.

LESSON #4: TRULY COMMERCIAL SERVICES REQUIRE WILLING PARTNERS; GOVERNMENT
EFFORTS TO COMPEL ACCESS TO ADVANCED TECHNOLOGY ARE LIKELY TO INVOLVE LEGAL
DISPUTES AND LITIGATION.

The US government has strategies and guidance urging swift transformation for digitalinfrastructure,
but law and policy to guide implementation is still developing.®? The DoD’s contract with Google is a
prime example of how technological advances can raise new challenges in law, policy, and business
judgment.

For example, in 2017 Google was quietly a subcontractor for DoD’s Project Maven, which used
artificial intelligence to analyze drone footage.® The software program successfully decreased
analyst workload by approximately 60%, processing over 39 million gigabytes of full-motion video
and enhancing military missions.?* The project was an example of the military’s digital
transformation. However, in June 2018 Google workers became aware of the project due to leaked
reports. Google employees expressed displeasure to management that the programming was being
used to increase the lethality of offensive strikes, counter to many employees’ values.

Caught between a lucrative business opportunity and workforce objections strong enough to imperil
its retention of key employees valuable across other lines of business, Google opted to end its
participationin Project Maven (even as it continued to supportthe DoD on other efforts like detecting
corrosion on Navy ships).® Project Maven highlights the growing influence of Big Tech platforms in
the military domain, and the role of values-informed business judgments within Big Tech
companies.5®

LESSON #5: EMINENT DOMAIN AND CONSCRIPTION MAY NOT ALWAYS PROVIDE THE DESIRED
OPTION.

During World War IlI, the government often contracted commercial shippers for sealift services.
However, sometimes the government requisitioned ships for war service via condemnation (i.e., it
seized private ships and made payment of “just compensation” to owners), under the Constitutional
principle of eminent domain.?” The government usually contracted with shipping companies to crew
and operate ships obtained this way. In either case, the government shared some or all of the
financial burden for wartime losses with commercial shippers. Both the burden and valuation of
losses were commonly litigated in the event of wartime damage or loss of a vessel.®®

Just as with the option to draft civilian soldiers, today’s government retains, through the Defense
Production Act, the power to compel operations, and seize control of companies or assets through
coercive means. However, these coercive means may not facilitate the desired result.
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In 2026, Anthropic sought to bind the uses for which its Claude Al tool may be used by the DoD.
Anthropic reportedly wanted its terms of service for military use of Claude to restrict certain end
uses. Anthropic’s stated reason was “to ensure its tools aren’t used to spy on Americans en masse,
or to develop weapons that fire with no human involvement.”®® The Pentagon wanted Anthropic to
be available for “all lawful purposes,” and took punitive action against Anthropic to impose business
costs for the company’s position.®" However, Anthropic’s public response to the Pentagon’s request
has also generated interest and support for the company, without providing the desired benefit for
the DoD.

The dispute, now in litigation, highlights challenges that can arise when a business decides—for
whatever reason—to curtail its business relationship with the government.*?

LESSON #6: ACCOMMODATING SOVEREIGN PREROGATIVES INCENTIVIZES PARTICIPATION.

The sovereign prerogatives of other countries are always a consideration in combined activities with
US armed forces. This is true whether those prerogatives are explicitly acknowledged, or not. Using
national caveats, international forces can be restricted from engaging in certain types of operations
as a requirement of participation. Such caveats might arise from differing views of law, differing risk
tolerance, or differing strategic interests. Whatever their motivation, such caveats are a
complicating factor in achieving unity of effort.

For example, during NATO operations in Afghanistan, a detailed set of policies and processes
emerged by which force contributing nations implemented their national caveats. % In other cases,
allies have denied the United State use of bases or airspace for particular operations, even as
cooperation continued in other matters. For example, several European countries did not allow US
bombers launched from the United Kingdom to transit their airspace during a 1986 attack on targets
in Libya.®

National caveats can be stated or unstated, worked out ahead of time or declared in the moment.
However, without a mechanism to address national caveats (or other expressions of sovereign
prerogative) during mission planning, they are likely to remain unknown and undeclared. They will
instead emerge during crisis or conflict, when their impact on a unified hybrid architecture’s
operations is greatest.”® A hybrid space architecture should not encourage or endorse national
caveats, but should anticipate that processes to account for them may be necessary and useful for
incentivizing participation.

LESSON #7: INCLUDING COMMERCIAL TECHNOLOGIES IN DIGITAL TRANSFORMATION BUILDS
RESILIENCY.

The 2022 Russian full-scale invasion of Ukraine produced an example of how digital transformation
enhancesresiliency. During the invasion, the Ministry for Digital Transformation in Ukraine prioritized
transitioning the government to a digital platform, including moving critical infrastructure and
communications to internet nodes outside Ukraine via SpaceX’s Starlink internet-access satellites,
with government data stored and processed via cloud services from Amazon, Google, and
Microsoft.”® Although Russia targeted critical terrestrial infrastructure with traditional kinetic and
non-kinetic attacks (i.e., missiles and cyber), Ukraine’s access to space-based broadband ensured
its citizens continued to receive government-provided services. From a tactical standpoint,
Starlink’s role in this digital transformation enabled real-time data network connectivity for Ukraine,
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providing a resilient capability for command and control and allowing tanks and artillery to target
Russian forces using commercially available unmanned aerial vehicle systems.®’

LESSON #8: OVERRELIANCE ON COMMERCIAL SERVICES CAN BECOME A VULNERABILITY.

While commercialtechnology can provide resiliency, it can also produce dependency. Overreliance
on commercial technologies can adversely affect operations. This can be especially risky in places
where the commercial operator has monopoly or near-monopoly control over a capability.

For example, while Starlink provided Ukraine with communications resiliency, its reliance on Starlink
has not always been an unqualified good. At one point in the conflict, Elon Musk restricted Ukraine’s
access to Starlink to prevent the system’s use in a particular operation he did not want his company
to support.®

Well-structured contracts minimize the risk of later disputes. However, no contract can perfectly
account for all eventualities. Expansively scoped contracts may be more adaptable to unforeseen
circumstances. However, when one party to a contract seeks an expansive scope, the other party
tends to value residual control rights.® For a hybrid architecture, this tension between perfect
adaptability and perfect enforceability of commercial contracts drives a negotiated balance of
interests between the parties. Narrowly scoped contracts are less agile but tend to have more readily
available remedies for failure to perform. Broadly scoped contracts are more agile but are also more
likely to include residual control provisions for commercial providers.

*kk

Each of these eight lessons learned provides examples of governments and companies weighing
costs, risks, and expected benefits. The Google/Project Maven and Russia-Ukraine War/Starlink
examples highlight how military users of commercial services become, to some extent, dependent
on the business judgments of commercial providers. Business leaders’ law-imposed fiduciary duty
to owners and shareholders may result in gaps between a company’s interests and military needs.
On the other hand, commercial or international capability may be so good that itinvites problematic
dependence.

APPLYING THE HISTORICAL LESSONS TO A USSF HYBRID ARCHITECTURE

As shown above, agreements between commercial entities and the DoD are not new. The MSP and
CRAF are enduring structures for commercial augmentation of the US Armed Forces. However, a
space hybrid architecture is likely to differ in many important ways. It is likely to encompass many
missions rather than one. In this variety of missions, each may entail different technical, financial,
and risk considerations. Furthermore, the MSP and CRAF were built upon capabilities already proven
incommerce and in war; a space hybrid architecture is likely to involve many noveltechnologies with
unproven commercial market potential. The United States has experience operating as part of a
coalition and integrating commercial capabilities. However, commercial and international
contributions to a hybrid architecture each bring unique value, and distinct legal and policy
challenges.

Numerous legal issues are identified in this paper, yet they are not insurmountable. All can be
overcome, but few can be legislated away by one-time rule changes, and commanders may not be
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able to resolve them alone. There are three engagement levels: international, national, and DoD-
business. Of these, commanders can influence two—national and DoD-business.

International engagement

Some of the legal issues (i.e., Issues #1, #2, #3, #4, #7b) are enduring challenges that predate the
creation of a space hybrid architecture and will endure for the foreseeable future. These issues
cannot be altered by US law or policy. These issues are based on international treaties and laws that
a commander will likely not be able to directly modify. Lessons #3 and #4 highlight how commercial
space providers can become targets in conflict, either through their actual use in support of military
operations or due to the potential military value of dual-use capabilities. These considerations arise
from principles of international law that cannot be changed quickly or unilaterally. Lessons #6 and
#7 show how accommodating international prerogatives can boost participation. Of note, some
legalissues relevant to a hybrid architecture are descriptive of law of war considerations.

The perception of allies also influences operations. Allies will interpret laws and agreements through
their own unique legal perspectives (i.e., Issues #9 and #10). Engagement on these issues builds
understanding, anticipates problems, and prepares commanders for complex operations. As
previously noted, Lesson #6 shows that accommodating allied perspectives can strengthen
alliances and improve operational flexibility.

National engagement

Some issues can be shaped by the USSF advocating for changes through policy or legislation (i.e.,
Issues #6, #7a, #7b, #8). Lessons #1 and #2 show how government-provided financial and risk-
mitigating incentives (like those in MSP and CRAF) have been effective at incentivizing companies to
support military efforts voluntarily, even when operational risk is high. However, Lessons #4 and #5
highlight that compulsion or coercion in acquiring services can erode reliability, incentives, and
overall strategic value. Issue #6 (regarding war-risk insurance or indemnification) for a space hybrid
architecture will probably require new legislation.

DoD-business engagement

While Issues #6, and #8 may involve national engagement, commanders can often address them
through the chain of command and preplanning. Issue #5 (authority for protection and defense of
non-US government assets) is not a standing authority; securing this authority in the context of a
particular operation—or for the hybrid architecture on an enduring basis—will probably require
detailed planning for each type of protect and defend activity contemplated.

Additionally, as seen in Lesson #8, overreliance on commercial services can become a vulnerability
for commanders if they do not have alternative options. Commercial tech companies’ business
decisions may curtail DoD support. SpaceX, Google, and Anthropic have each, at times, made
business judgment decisions to limit the scope of services offered to military users. Even where law
provides the government options to overcome such business decisions, commercial actors
normally have recourse to the courts and litigation. The resulting legal challenges add complexity
and uncertainty to a hybrid architecture.
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Anticipating these issues, building expertise to navigate them, and ensuring resilient approaches to
operate through them will posture hybrid architecture warfighters for success.

KEY OBSERVATIONS

Observation 1: Few complex operational concepts have sufficient political support to secure broad
exemption from the force and effect of other laws; hybrid architecture will be no different. A space
hybrid architecture should anticipate overcoming problems on a case-by-case basis, rather than
through a single, grand legislative reform.

Hybrid architectures provide command flexibility, resilience, and targeting options, but
come at the price of greater uncertainty in command structures. The priority should not be
finding universal solutions to address all outcomes.

Commanders should instead focus on adapting to and interacting with elements of the
hybrid architecture as individual partners, rather than as military subordinates.
International and commercial partners’ contributions to a hybrid architecture will be
governed by the applicable contracts or agreements. These may make valuable resources
available to commanders but may also include restrictions or reservations that might not
apply to acommander’s organically assigned military forces.

Observation 2: Rather than a single common charter, arrangements for a space warfighting hybrid
architecture may resemble a triad of bilateral arrangements. Government-commercial
arrangements form one line of effort; government-international arrangements form another;
commercial-international may form a third.

Hybrid architecture participation will be governed by contracts and international
agreements. The nature of these agreements with commercial and international partners
differs. The actual instruments that bring in organizations and capabilities will be listed in
contracts and international agreements, each constructed under its own body of law.
Additionally, commercial space services, even for national security missions, must secure
and adhere to the terms of operating licenses from agencies external to DoD (i.e., the FAA,
Department of Commerce, and Federal Communications Commission).

Observation 3: A space hybrid architecture should be adaptable to various forms of command
relationships. Historically, US forces have organized for war in several different ways. A hybrid
architecture needs the flexibility to adapt to any of them, including simultaneous support of
differently organized warfighting commands in different theaters.

Command of a hybrid architecture will require a sophisticated leadership approach.
Commanders will probably have directive authority over assigned US military forces. Their
authority regarding international forces will depend on the force-providing agreements.
Authority regarding commercial services depends on the contract.

These dynamics suggest a complex leadership environment, but US Armed Forces have
extensive experience with such arrangements. In the defense of Korea, three separate
commands exist in parallel, with both distinct and overlapping responsibilities. The war in
Afghanistan involved a multinational force leveraging NATO command processes. In the
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defense of Japan, US and Japanese forces operate together in parallel, separate chains of
command.

Similarly, the US Armed Forces are accustomed to operating with closely aligned contracted
and commercial support. In the conduct of operations, there is no practical difference
between “defense contractors” and “commercial services.” Any distinction between the two
may have relevance in thinking about how capabilities and services are obtained; it has no
legal significance for how commercially obtained capabilities and services are employed. As
with traditional defense contracts, the contracting officer concerned is ordinarily in the chain
of command for addressing any issues regarding commercial services if a company’s
business risk calculations change during conflict in ways that can impact or alter a
commander’s access to services.

Observation 4: If structuring overall risk insurance for hybrid architecture participation becomes too
difficult, rather than trying to make a one-size-fits-all formula, commanders may be able to structure
such agreements based on individual mission risk.

When structuring financial incentives and war-risk insurance options, no single framework
may be ideal foreach commercial space mission represented in a hybrid architecture. Space
missions such as space domain awareness and on-orbit refueling differ in many significant
ways; such missions may require financial incentives and war-risk insurance options as
different from each other in their particulars as MSP is from CRAF.

Observation 5: Securing authorization for military forces to protect and defend commercial or
international space systems will probably require Concepts of Operations and Concepts of
Employment that allow decision-makers to understand what they are being asked to approve.
Conceptsfor protection and defense with great variance in technical detail or risk profile may benefit
from distinct Supplemental Rules of Engagement provisions for each concept.

Protectand defend is a category of mission activities that could take many formsin the space
domain. Authority to protect and defend commercial or international capabilities in a hybrid
architecture may be contingent on a capability-specific concept of operations, which may
require approval at echelons above the hybrid architecture. Thus, itis vitalthat commanders,
military leaders, and hybrid architecture participants have a full understanding of the actual
limitations and restrictions involved in any protect and defend arrangements.

Moving forward, early engagement with allies and commercial partners in wargaming and other
efforts should identify friction points prior to conflict. Commanders can then resolve or elevate for
legislative or policy solutions if possible. Future studies may be able to provide a more detailed map
of legalissues, legislative recommendations, and potential courses of action commanders may take
in specific scenarios to aid decision making.

CONCLUSION

The laws and policies guiding space are still developing, and the USSF has an opportunity to shape
them in appropriate ways. Space-based systems have proven vital to every modern military
operation, from Operation Desert Storm (1990) to Operation Epic Fury (2026). Coordinating data
access and movement to and from space will be critical to the smooth and effective operation of the
hybrid architecture that the USSF and DoD have proposed. Therefore, it is critical to establish
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processes that anticipate and address a wide range of domestic and international legal and policy
considerations prior to conflict. Most of the law and policy relevant to a hybrid architecture was
enacted with a different or broader purpose in mind.

The issues facing a USSF hybrid architecture are complex but manageable. Disputes among
participants in a hybrid architecture are to be expected. These disputes may even be necessary to
strengthen and clarify domestic and international law in the simultaneously mature and emerging
legal domain of outer space.

A space warfighting hybrid architecture will require the Space Force to broaden and deepen its
organizational expertise in navigating the implications of administrative, commercial, international,
and foreign law. It will require Guardians as sophisticated in business as they are in astrodynamics.
It will require leaders unafraid of the inherently transactional quality of commercial deals. It will
require international negotiators bold in advancing national interests but sufficiently creative to find
win-win pathways for international partners. It will require a hybrid way of thinking before it can
succeed in a hybrid way of fighting.
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